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ABOUT MOTOROLA SOLUTIONS

Motorola Solutions is a global leader in mission-critical communications.
Our technology platforms in communications, software, video and services make
cities safer and help communities and businesses thrive. At Motorola Solutions,

MOTOROLA we are ushering in a new era in public safety and security.
SOLUTIONS

ABOUT SECURE CODE WARRIOR

c SECURE CODE Secure Code Warrior is a global security company that makes software

development better and more secure. Our vision is to empower developers to be
\ WARR I Un the first line of defense in their organization by making security highly visible and

providing them with the skills and tools to write secure code from the beginning.


 https://www.motorolasolutions.com/en_us/about.html Company Facts

THE CHALLENGE

Marilyn’s team faced challenges that many companies could likely appreciate:
tight deadlines for feature delivery, the need for scalable training that could flex
with growing teams, as well as an uncompromising demand for products to be as
secure as possible.

“Ensuring that our products are secure is our highest priority. That's why we're
working to create a culture of security-first thinking across the company — so
people not only understand cybersecurity and why it is vital to maintaining a high
standard of software quality, but are excited to learn more,” Marilyn said.

With such a large development team covering multiple facets of the business,
insight into each individual’s security knowledge and current skill level could be
elusive and difficult to collate. Marilyn sought to streamline this process, working
towards a holistic solution that would deliver key metrics, relevant training in the
languages and frameworks that were actively being used in the business, while
remaining engaging enough to be revisited — even for more senior engineers.

“Our eventual tournament winner was so excited with the
boot camp, and he was so engaged with the Secure Code
Warrior tool. He became a huge advocate among his team."”

MARILYN BARRIOS

THE IMPLEMENTATION

Marilyn and her team worked hard to implement an immersive, engaging training experience
for their developers. Starting with a boot camp run by security superstar Jim Manico, their
developers learned offensive coding techniques before playing Secure Code Warrior
tournaments to test their defensive skills against the attacks they had just seen in action.
This setup proved effective and eye-opening for the participants:

“In really diving deep into how cyber attacks can be executed, the team saw how easy it was
to do a lot of damage at the application level. By then practicing how they can defend against
these attacks with Secure Code Warrior, their eyes were opened to how they can help if they
keep security a priority in their work. They enjoyed the experience and it was beneficial for
them, too,” Marilyn said.

Key to their successful internal roll-out was clear communication, encompassing both senior
stakeholders and boot camp participants. Marilyn ensured projected outcomes were clear,
sign-ups were seamless and the training program was defined to the developer’s needs,
while also aligned to wider company objectives. “It was imperative that our training program
was very specific. We didn't want somebody sitting in boot camp, taking time out of their
workday, only to not be able to apply any of the learnings to their everyday job,” Marilyn said.

Motorola Solutions also leveraged current security champions from different departments
to help spread awareness, enthusiasm and participation in the program, with the goal of
also identifying a new wave of champions within the group to assist in keeping security
front-of-mind for the whole team. The icing on the cake, of course, was the incredible prizes
offered for Secure Code Warrior tournament winners:

“For the overall tournament winner, the major prize was an all-expenses-paid trip to DEF CON
26 in Las Vegas. Bear in mind, our tournament was a global affair, so we had people all over the
world competing for the crown. And no matter where they were playing from, they would get
to attend DEF CON 26 in Vegas if they won. That really motivated people to train, play and
make the most of the experience. We also gave out a range of cash prizes to the runners-up,”
Marilyn said, before adding that “recognition across the board was the most important aspect.
We wanted our devs to feel celebrated for their immense effort in such a short time.”



THE RESULT RESULTS

Marilyn and her team at Motorola Solutions successfully executed a

comprehensive, engaging and fun security training program that not only Engagl ng and fun

lifted security awareness overall, but helped to identify a new group of tralnlng program

champions to keep the critical message of cybersecurity best practices

thriving long-term. « High level of engagement
Interestingly, the eventual winner of the tournament did not start the and information retention
program as the most experienced and security-aware developer. The

boot camp was instrumental in rapidly upskilling the individual, and the v Organic security culture
gamified aspect of the training ensured a high level of engagement and L.

information retention: “Our eventual tournament winner was so excited grows within the company

with the boot camp, and he was so engaged with the Secure Code Warrior .

tool. He became a huge advocate among his team, saying, 'You guys have v Developers actively seek
to get this; you need to get this!' He practiced on Secure Code Warrior so to Uph0|d company best
much in a two-month period, improving so significantly, that he ended up . TR

winning the tournament,” Marilyn said, noting: “From there, he recruited praCtlce initiatives
even more champions, piqued their interest in security and helped them
along to become advocates in their respective groups as well.”

Marilyn’s broader goal of creating a buzz, one so strong that it compels an
organic security culture to grow within the company, is certainly on track.
Gamified training, team events driven by tournament initiatives and the
incentive to keep engaging with AppSec have resulted in something very
positive: Developers are not only working to have a better understanding
of security, but actively seek to uphold company best practice initiatives in
their day-to-day work.

“After watching the short video on Cross-Site Request Forgery,
I will never log into my online bank account in a browser with
any other open tabs.”

Motorola Solutions Developer
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Leading into their Within three days, platform training After participating in platform
global tournament, yielded an immediate impact, with training leading into the
Motorola Solutions enjoyed accuracy increasing by 13% from the tournament, accuracy
a training participation rate pre-boot camp assessment to the increased 24 % across the

of over 90%. post-boot camp tournament. global tournament.
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FAST FACTS

v Other managers of development teams were
motivated to get Secure Code Warrior for their own
developers due to the demand post-tournament.

v The platform has proven useful as part of the
developer recruitment process.

For more information on our innovative training tools
please visit us at securecodewarrior.com
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