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Cyber Security Services Agreement 

 
This Cyber Security Services Agreement (“Agreement”) is entered into between Motorola Solutions, Inc. (“Motorola”) and 
 (“Customer”) relating to the Customer’s purchase of cyber security services. 
 

Section 1 SCOPE OF AGREEMENT 
 
1.1 This Agreement governs Customer’s purchase of cyber security services, including (i) professional services, (ii) 
retainer services (i.e., professional services when expressly purchased as a block of pre-paid hours for use, subject to 
expiration, within a specified period across certain offered service categories (“Retainer Services,”)), (iii) managed 
security, subscription or recurring services (“Subscription Services”), and (iv) any related software, products, hardware, 
items or devices to be provided by Motorola to Customer, (all collectively, “Cyber Security Services” or “Services”), the 
nature and scope of which are more fully described in a Statement of Work. 
 
1.2 “Statement(s) of Work” or “SOW(s)” as used in the Agreement means a statement of work, ordering document, 
accepted proposal, or other agreed upon engagement document issued under or subject to this Agreement. Mutually 
agreed upon SOWs may be attached hereto as Exhibit(s) A-1, A-2, A-3, etc., and/or are respectively incorporated by 
reference, each of which will be governed by the terms and conditions of this Agreement. Statements of Work may set out 
certain “Deliverables,” which include all written information (such as reports, specifications, designs, plans, drawings, or 
other technical or business information) that Motorola prepares for Customer in the performance of the Services and is 
obligated to provide to Customer under a SOW and this Agreement. The Deliverables, if any, are more fully described in 
the Statements of Work. 
 

Section 2 CYBER SECURITY SERVICES 
 
2.1 Cyber Security Services often require active customer engagement. This Agreement and the SOW(s) set out 
items or actions to be accomplished by Customer. Customer will also assist or provide or perform items or actions as 
reasonably requested by Motorola in the course of performance and necessary to ensure timely and efficient performance 
of the Services. Customer will ensure that information Customer provides to Motorola in connection with receipt of 
Services is accurate and complete in all material respects. 
 
2.2 Customer will make timely decisions and obtain any required management approvals that are reasonably 
necessary for Motorola to provide the products and Services and perform its other duties under any SOW and this 
Agreement. Unless the applicable SOW states otherwise, Motorola may rely upon and is not required to evaluate, confirm, 
reject, modify, or provide advice concerning any assumptions or Customer information, decisions, or approvals. Services 
and Deliverables are limited by, among other things: nature of the security threats, the accuracy and completeness of 
information provided to Motorola; the level of effort utilized; and subjective judgments relating to relative risk and 
mitigation priorities which are inherent in any such services and may or may not be correct. 
 

2.3 Customer shall take any actions necessary to mitigate risk to its operations and protect and preserve its 
computer systems, data environment, networks and Customer Data, including creation of operational workarounds, 
backups and redundancies. Customer shall inform Motorola in advance to the extent adequate backups and 
redundancies are not possible for certain elements of its systems or data. Customer acknowledges and agrees that 
Services may impact, disrupt or damage information systems, data environments, data or Customer Data. Motorola 

disclaims responsibility for costs in connection with any such disruptions of and/or damage to Customer’s or a 
third party’s information systems, equipment, voice transmissions, data and Customer Data, including, but not 
limited to, denial of access to a legitimate system user, automatic shut-down of information systems caused by 
intrusion detection software or hardware, or failure of the information system resulting from the provision or 
delivery of the Service. 
 
2.4 Inherent Limitations on Scope of Services. Because of the evolving, often malicious and often highly 
sophisticated nature of cyber security threats, as well as the evolving complexity and customization inherent in many 
customer computer system environments, among other things, the protections offered by Cyber Security Services are 
necessarily limited. Motorola does not represent that it will identify, fully recognize, discover or resolve all security events 
or threats, system vulnerabilities, malicious codes, files or malware, indicators of compromise or internal threats or 
concerns. Motorola does not guarantee that any recommendations it makes will be successful. 
 

2.5 Motorola may modify Services and any related systems so long as their functionality (as described in the 
applicable SOW) is not materially degraded. Documentation for the Services, if any, may be updated to reflect such 
modifications. For clarity, new features or enhancements that are added to any Subscription Services may be subject to 
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additional fees. 
 
2.6 Equipment 
 

2.6.1 Customer-Provided Equipment. Certain components, including equipment and software, not provided by 
Motorola may be required for use of the Services (“Customer-Provided Equipment”). Customer will be responsible, at its 
sole cost and expense, for providing and maintaining the Customer-Provided Equipment in good working order. Customer 
represents and warrants that it has all rights in Customer-Provided Equipment to permit Motorola to access and use the 
applicable Customer-Provided Equipment to provide the Services under this Agreement, and such access and use will not 
violate any laws or infringe any third-party rights (including intellectual property rights). Customer (and not Motorola) will 
be fully liable for Customer-Provided Equipment, and Customer will immediately notify Motorola of any Customer-Provided 
Equipment damage, loss, change, or theft that may impact Motorola’s ability to provide the Services under this 
Agreement, and Customer acknowledges that any such events may cause a change in the price, fees or performance 
schedule. 
 
2.6.2 Motorola-Supplied Equipment. To the extent Customer purchases equipment from Motorola (“Supplied 
Equipment''), title and risk of loss to the Supplied Equipment will pass to Customer upon installation (if applicable) or 
shipment by Motorola. Customer will take all necessary actions, reimburse freight or delivery charges, provide or obtain 
access and other 
rights needed, and take other requested actions necessary for Motorola to efficiently perform its contractual duties. To the 
extent Supplied Equipment is purchased on an installment basis, any early termination of the installment period will cause 
the outstanding balance to become immediately due. Motorola warrants that Supplied Equipment, under normal use and 
service, will be free from material defects in materials and workmanship for one (1) year from the date of shipment, 
subject to Customer providing written notice to Motorola within that period. AS IT RELATES TO THE SUPPLIED 
EQUIPMENT, MOTOROLA DISCLAIMS ALL OTHER WARRANTIES OR CONDITIONS, EXPRESS OR IMPLIED, 
INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A 
PARTICULAR PURPOSE. 
 

2.7 Non-Motorola Content. In certain instances, Customer may be permitted to access, use, or integrate Customer 
or third-party software, services, content, and data that is not provided by Motorola (collectively, “Non-Motorola Content”) 
with or through the Services. If Customer accesses, uses, or integrates any Non-Motorola Content with the Services, 
Customer will first obtain all necessary rights and licenses to permit Customer’s and its Authorized Users’ use of the Non-
Motorola Content in connection with the Services. Customer will also obtain the necessary rights for Motorola to use such 

Non-Motorola Content in connection with providing the Services, including the right for Motorola to access, store, and 
process such Non-Motorola Content (e.g., in connection with Subscription Services), and to otherwise enable 
interoperation with the Services. Customer represents and warrants that it will obtain the foregoing rights and 
licenses prior to accessing, using, or integrating the applicable Non-Motorola Content with the Services, and 
that Customer and its Authorized Users will comply with any terms and conditions applicable to such Non-
Motorola Content. If any Non-Motorola Content requires access to Customer Data (as defined below), 
Customer hereby authorizes Motorola to allow the provider of such Non-Motorola Content to access Customer 
Data, in connection with the interoperation of such Non-Motorola Content with the Services. Customer 
acknowledges and agrees that Motorola is not responsible for, and makes no representations or warranties 
with respect to, the Non-Motorola Content (including any disclosure, modification, or deletion of Customer Data 
resulting from use of Non- Motorola Content or failure to properly interoperate with the Services). If Customer 
receives notice that any Non-Motorola Content must be removed, modified, or disabled within the Services, 
Customer will promptly do so. Motorola will have the right to disable or remove Non- Motorola Content if 
Motorola believes a violation of law, third-party rights, or Motorola’s policies is likely to occur, or if such Non-
Motorola Content poses or may pose a security or other risk or adverse impact to the products or Services, 
Motorola, Motorola’s systems, or any third party (including other Motorola customers). Nothing in this Section 
will limit the exclusions set forth in Section 7.2 – Intellectual Property Infringement. 
 

2.8 Beta or Proof of Concept Services. If Motorola makes any beta version of its Services (“Beta Service”) available 
to Customer, or provides Customer a trial period or proof of concept period (or other demonstration) of the Services at 
reduced or no charge (“Proof of Concept” or “POC” Service), Customer may choose to use such Beta or POC Service at 
its own discretion, provided, however, that Customer will use the Beta or POC Service solely for purposes of Customer’s 
evaluation of such Beta or POC Service, and for no other purpose. Customer acknowledges and agrees that all Beta or 
POC Services are offered “as-is” and without any representations or warranties or other commitments or protections from 
Motorola. Motorola will determine the duration of the evaluation period for any Beta or POC Service, in its sole discretion, 
and Motorola may discontinue any Beta or POC Service at any time. Customer acknowledges that Beta Services, by their 
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nature, have not been fully tested and may contain defects or deficiencies. Notwithstanding any other provision of this 
Agreement, to the extent a future paid Service has been agreed upon subject to and contingent on the Customer’s 
evaluation of a Proof of Concept Service, Customer may cancel such future paid Service as specified in the SOW or, if not 
specified, within a reasonable time before the paid Service is initiated. 
 
2.9 Subscription Services License. Subject to Customer’s and its Authorized Users’ compliance with the Agreement, 
including payment terms, Motorola grants Customer and its Authorized Users a limited, non-transferable, non-
sublicensable, and non-exclusive license to use of any Subscription Services identified in a SOW, and the associated 
Documentation, if any, solely for Customer’s internal business purposes. The foregoing license grant will be limited to use 
in the territory and to the number of licenses set forth in a SOW (if applicable), and will continue for the applicable 
Subscription Term. No custom development work will be performed under this Agreement. If applicable, Motorola will 
have the right to conduct an audit of total user licenses credentialed by Customer for any Services during the applicable 
term, and Customer will cooperate with such audit. If Motorola determines that Customer’s usage of Services exceeded 
the total number of any applicable licenses purchased by Customer, Motorola may invoice Customer for the additional 
licenses used by Customer, pro-rated for each additional license from the date such license was activated, and Customer 
will pay such invoice in accordance with the payment terms in this Agreement or SOW. Notwithstanding any provision to 
the contrary, to the extent certain Services are governed by a separate license, EULA, or other agreement, including 
terms governing third-party software, such as open source software, Customer will comply, and ensure its Authorized 
Users comply, with such additional license agreements. 
 

2.10 Customer Restrictions. Customers and Authorized Users will comply with the applicable Documentation, if any, 

and the copyright laws of the United States and all other relevant jurisdictions (including the copyright laws 
where Customer uses the Services) in connection with their use of Services. Customer will not, and will not 
allow others including the Authorized Users, to make the Services available for use by unauthorized third 
parties, including via a commercial rental or sharing arrangement; reverse engineer, disassemble, or 
reprogram software used to provide any Subscription Services or any portion thereof to a human-readable 
form; modify, create derivative works of, or merge the Services or software used to provide the Services with 
other software; copy, reproduce, distribute, lend, or lease the Services or Documentation for or to any third 
party; take any action that would cause the Services, software used to provide the Services, or Documentation 
to be placed in the public domain; use the Services to compete with Motorola; remove, alter, or obscure, any 
copyright or other notice; share user credentials to Subscription Services (including among Authorized Users); 
use the Services to store or transmit malicious code; or attempt to gain unauthorized access to the 
Subscription Services or its related systems or networks. 
 
 

Section 3    SOW PRICE OR FEE SCHEDULE 
 
3.1 Each Statement of Work shall set out an agreed upon price and/or fee schedule applicable to that SOW in U.S. 
dollars. The parties acknowledge that pricing is dependent on the term or subscription periods specified in any such SOW. 
Unless otherwise provided in a SOW, Customer will prepay an annual subscription fee set forth in a SOW for each 
Subscription Service before the commencement of each Subscription Term. For any Partial Subscription Year, the 
applicable annual subscription fee will be prorated based on the number of months in the Partial Subscription Year. The 
annual subscription fee for Subscription Services may include certain one-time fees, such as start-up fees, license fees, 
or other fees set forth in a SOW. 
 

3.2 Invoicing. Motorola will invoice Customer at the frequency set forth in the applicable SOW, and Customer will 
pay all invoices within thirty (30) days of the invoice date or as otherwise specified in the applicable SOW. Late payments 
will be subject to interest charges at the maximum rate permitted by law, commencing upon the due date. Motorola may 
invoice electronically via email, and Customer agrees to receive invoices via email at the email address set forth in a 
SOW. Customer acknowledges and agrees that a purchase order or other notice to proceed is not required for payment 
for products or Services. In addition to Motorola’s other remedies hereunder, Motorola may stop work or suspend the 
Services if Customer fails to make any payment when due. 
 
3.3 Customer will reimburse Motorola for all documented reasonable travel and other expenses (over and above the 
normal daily expenses of working and commuting) incurred by Motorola in connection with Services furnished under this 
Agreement.  
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Section 4    TIME SCHEDULE; FORCE MAJEURE; 
 
4.1 Delivery and Performance Schedule. 
 

4.1.1 Professional (including Retainer) Services. All Professional Services will be performed in accordance with the 
performance schedule included in the Statement of Work or, if there is no performance schedule, within a reasonable time 
period. Delivery of hours purchased as Retainer Services is at the onset of the applicable retainer period. Hours 
purchased as Retainer Services expire and are forfeited if not used within the Retainer period, subject to terms of use, 
expiration and extension, if any, as set out in the applicable SOW. Professional Services described in a SOW will be 
deemed complete upon Motorola’s performance of such Services or, if applicable, upon exhaustion or expiration of the 
Retainer Services hours, whichever occurs first. (“Service Completion Date”). 

 

4.1.2. Subscription Services. Delivery of Subscription Services will occur upon Customer’s receipt of credentials required 
for access to the Subscription Services or upon Motorola otherwise providing access to the Subscription Services 
platform. 
 

4.2 Term. Unless otherwise agreed by the parties, the initial term of this Agreement is twelve (12) months. The term 
will commence upon the Date set forth on the signature page below and will extend beyond the initial term until six months 
after the expiration or termination of all SOWs under this Agreement. Unless otherwise set out in a SOW or another 
addendum, Customer’s Subscription Services under this Agreement, if any, will commence upon delivery of such 
Subscription Services and will continue for a twelve (12) month period or such longer period identified in a SOW (the 
“Initial Subscription Period”). Following the Initial Subscription Period, the SOW for Customer’s subscription to the 
Subscription Services will automatically renew for additional twelve (12) month periods (each, a “Renewal Subscription 
Year”), unless either Party notifies the other Party of its intent not to renew at least sixty (60) days before the conclusion of 
the then-current Subscription Term. (The Initial Subscription Period and each Renewal Subscription Year will each be 
referred to herein as a “Subscription Term”.) Motorola may increase fees prior to any Renewal Subscription Year. In 
such case, Motorola will notify Customer of such proposed increase no later than sixty (60) days prior to commencement 
of such Renewal Subscription Year. 
 
4.3 Neither party will be liable for its non-performance or delayed performance if caused by an event, circumstance, 
or act that is beyond a party’s reasonable control, such as an act of God, an act of the public enemy, an act of a 
government entity, strikes or other labor disturbances, hurricanes, earthquakes, fires, floods, epidemics, embargoes, war, 
riots, or any other similar cause (“Force Majeure”). Each party will notify the other in writing if it becomes aware of any 
Force Majeure that will significantly delay performance. The notifying party will give the notice promptly (but in no event 
later than fifteen (15) days) after it discovers the Force Majeure. 

 
 

Section 5 CONFIDENTIAL INFORMATION AND PROPRIETARY RIGHTS 
 
5.1. CONFIDENTIAL INFORMATION. 
 

5.1.1. “Confidential Information” means any and all non-public information provided by one Party (“Discloser”) to the 
other (“Recipient”) that is disclosed under this Agreement in oral, written, graphic, machine recognizable, or sample form, 
being clearly designated, labeled or marked as confidential or its equivalent or that a reasonable businessperson would 
consider non-public and confidential by its nature. With respect to Motorola, Confidential Information will also include 
products and Services, and Documentation, as well as any other information relating to the products and Services. The 
nature and existence of this Agreement are considered Confidential Information of the Parties. In order to be considered 
Confidential Information, information that is disclosed orally must be identified as confidential at the time of disclosure and 
confirmed by Discloser by submitting a written document to Recipient within thirty (30) days after such disclosure. The 
written document must contain a summary of the Confidential Information disclosed with enough specificity for 
identification purpose and must be labeled or marked as confidential or its equivalent. 
 

5.1.2. During the term of this Agreement, the parties may provide each other with Confidential Information. All 
Deliverables will be deemed to be Motorola’s Confidential Information. Each party will: maintain the confidentiality of the 
other party’s Confidential Information and not disclose it to any third party, except as authorized by the disclosing party in 
writing or as required by a court of competent jurisdiction; restrict disclosure of the Confidential Information to its 
employees who have a “need to know” and not copy or reproduce the Confidential Information; take necessary and 
appropriate precautions to guard the confidentiality of the Confidential Information, including informing its employees who 
handle the Confidential Information that it is confidential and is not to be disclosed to others, but those precautions will be 
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at least the same degree of care that the receiving party applies to its own confidential information and will not be less 

than reasonable care; and use the Confidential Information only in furtherance of the performance of this 
Agreement or pursuant to the license granted immediately below. 
 

5.1.3. The disclosing party owns and retains all of its Proprietary Rights in and to its Confidential Information, except 
the disclosing party hereby grants to the receiving party the limited right and license, on a non-exclusive, irrevocable, and 
royalty-free basis, to use the Confidential Information for any lawful business purpose in the manner and to the extent 
permitted by this Agreement. 
 
5.2. PROPRIETARY RIGHTS; DATA; FEEDBACK. 
 
5.2.1 DATA DEFINITIONS. The following terms will have the stated meanings: “Customer Contact Data” means data 
Motorola collects from Customer, its Authorized Users, and their end users for business contact purposes, including 
marketing, advertising, licensing and sales purposes; “Service Use Data” means data generated by Customer’s use of the 
Services or by Motorola’s support of the Services, including personal information, threat data, security threat intelligence 
and mitigation data, vulnerability data, threat scenarios, malicious and third-party IP information, malware, location, 
monitoring and recording activity, product performance and error information, threat signatures, activity logs and date and 
time of use; “Customer Data” means Customer data, information, and content, including images, text, videos, documents, 
audio, telemetry and structured data base records, provided by, through, or on behalf of Customer, its Authorized Users, 
and their end users through the use of the Services. Customer Data does not include Customer Contact Data, Service 
Use Data, or information from publicly available sources or other Third-Party Data or Motorola Data or anonymized or 
generalized data. For avoidance of doubt, so long as not specifically identifying the Customer, Customer Data shall not 
include, and Motorola shall be free to use, share and leverage security threat intelligence and mitigation data generally, 
including without limitation, third party threat vectors and IP addresses, file hash information, domain names, malware 
signatures and information, information obtained from third party sources, indicators of compromise, and tactics, 
techniques, and procedures used, learned or developed in the course of providing Services; “Third-Party Data” means 
information obtained by Motorola from publicly available sources or its third party content providers and made available to 
Customer through the products or Services; “Motorola Data” means data owned or licensed by Motorola; “Feedback” 
means comments or information, in oral or written form, given to Motorola by Customer or Authorized Users, including 
their end users, in connection with or relating to the products or Services; and “Process” or “Processing” means any 
operation or set of operations which is performed on personal information or on sets of personal information, whether or 
not by automated means, such as collection, recording, copying, analyzing, caching, organization, structuring, storage, 
adaptation, or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making 
available, alignment or combination, restriction, erasure or destruction. 
 
5.2.2. Motorola Materials. Customer acknowledges that Motorola may use or provide Customer with access to software, 
tools, data, and other materials, including designs, utilities, models, methodologies, systems, and specifications, which 
Motorola has developed or licensed from third parties (including any corrections, bug fixes, enhancements, updates, 
modifications, adaptations, translations, de-compilations, disassemblies, or derivative works of the foregoing, whether 
made by Motorola or another party) (collectively, “Motorola Materials”). The Services, Motorola Data, Third-Party Data, 
and Documentation, are considered Motorola Materials. The Motorola Materials are the property of Motorola or its 
licensors, and Motorola or its licensors retain all right, title and interest in and to the Motorola Materials (including, all 
rights in patents, copyrights, trademarks, trade names, trade secrets, know-how, other intellectual property and 
proprietary rights, and all associated goodwill and moral rights). For clarity, nothing in this Agreement grants to Customer 
any shared development rights in or to any Motorola Materials or other intellectual property, and Customer agrees to 
execute any documents and take any other actions reasonably requested by Motorola to effectuate the foregoing. 
Motorola and its licensors reserve all rights not expressly granted to Customer, and no rights, other than those 
expressly granted herein, are granted to Customer by implication, estoppel or otherwise. Customer will not modify, 
disassemble, reverse engineer, derive source code or create derivative works from, merge with other software, distribute, 
sublicense, sell, or export the Services or other Motorola Materials, or permit any third party to do so. 
 

5.2.3 Ownership of Customer Data. Customer retains all right, title and interest, including intellectual property rights, if 
any, in and to Customer Data. Motorola acquires no rights to Customer Data except those rights granted under this 
Agreement including the right to Process and use the Customer Data as set forth in Section 5.2.4 – Processing Customer 
Data below. The Parties agree that with regard to the Processing of personal information which may be part of Customer 
Data, Customer is the controller and Motorola is the processor, and may engage sub- processors pursuant to Section 
5.2.4.3 – Sub-processors. 
 
5.2.4 Processing Customer Data. 
 

5.2.4.1. Motorola Use of Customer Data. To the extent permitted by law, Customer grants Motorola and 
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its subcontractors a right to use Customer Data and a royalty-free, worldwide, non-exclusive license to use Customer 
Data (including to process, host, cache, store, reproduce, copy, modify, combine, analyze, create derivative works from 
such Customer Data and to communicate, transmit, and distribute such Customer Data to third parties engaged by 
Motorola) to (a) perform Services and provide products under the Agreement, (b) analyze the Customer Data to operate, 
maintain, manage, and improve Motorola products and services, and (c) create new products and services. Customer 
agrees that this Agreement, along with the Documentation, are Customer’s complete and final documented instructions to 
Motorola for the processing of Customer Data. Any additional or alternate instructions must be agreed to according to the 
change order process. Customer represents and warrants to Motorola that Customer’s instructions, including appointment 
of Motorola as a processor or sub- processor, have been authorized by the relevant controller. 
 

5.2.4.2 Collection, Creation, Use of Customer Data. Customer further represents and warrants that the 
Customer Data, Customer’s collection, creation, and use of the Customer Data (including in connection with Motorola’s 
Services), and Motorola’s use of such Customer Data in accordance with the Agreement, will not violate any laws or 
applicable privacy notices or infringe any third-party rights (including intellectual property and privacy rights). Customer 
also represents and warrants that the Customer Data will be accurate and complete, and that Customer has obtained all 
required consents, provided all necessary notices, and met any other applicable legal requirements with respect to 
collection and use (including Motorola’s and its subcontractors’ use) of the Customer Data as described in the Agreement. 
 

5.2.4.3 Sub-processors and Third-Party Providers. Motorola may use, engage, resell, or otherwise 
interface with third-party software, hardware or services providers (such as, for example, third-party end point detection 
and response providers) and other sub-processors, who in turn may engage additional sub-processors to process 
personal data and other Customer Data. Customer agrees that such third-party software or services providers, sub-
processors or their respective sub-processors may process and use personal and other Customer Data in accordance 
with and subject to their own respective licenses or terms and in accordance with applicable law. Customer authorizes 
and will provide and obtain all required notices and consents, if any, and comply with other applicable legal requirements, 
if any, with respect to such collection and use of personal data and other Customer Data by Motorola, and its 
subcontractors, sub- processors and/or third-party software, hardware or services providers. Notwithstanding any 
provision to the contrary, to the extent the use or performance of certain Services is governed by any separate license, 
data requirement, EULA, privacy statement, or other applicable agreement, including terms governing third-party 

software, hardware or services, including open source software, Customer will comply, and ensure its 
Authorized Users comply, with any such agreements or terms, which shall govern any such Services. 
 

5.2.4.4 Notwithstanding any provision to the contrary in this Agreement or any related agreement, and 
in addition to other uses and rights set out herein, Customer understands and agrees that Motorola may obtain, use 
and/or create and use, anonymized, aggregated and/or generalized Customer Data, such as data relating to actual and 
potential security threats and vulnerabilities, for its lawful business purposes, including improving its services and sharing 
and leveraging such information for the benefit of Customer, other customers, and other interested parties 
 
5.2.5. Data Retention and Deletion. Except for anonymized Customer Data, Motorola will delete all Customer Data 
following termination or expiration of this Agreement, with such deletion to occur no later than ninety (90) days following 
the applicable date of termination or expiration, unless otherwise required to comply with applicable law. Any requests for 
the exportation or download of Customer Data must be made by Customer to Motorola in writing before expiration or 
termination of this Agreement. Motorola will have no obligation to retain such Customer Data beyond expiration or 
termination unless the Customer has purchased extended storage from Motorola through a mutually executed agreement. 
 
5.2.6. Service Use Data. Customer understands and agrees that Motorola may collect and use Service Use Data for 
its own purposes, including the uses described below. Motorola may use Service Use Data to (a) operate, maintain, 
manage, and improve existing and create new products and services, (b) test products and services, (c) to aggregate 
Service Use Data and combine it with that of other users, and (d) to use anonymized or aggregated data for marketing, 
research or other business purposes. Service Use Data may be disclosed to third parties. It is Customer’s responsibility 
to notify Authorized Users of Motorola’s collection and use of Service Use Data and to obtain any required consents, 
provide all necessary notices, and meet any other applicable legal requirements with respect to such collection and use, 
and Customer represents and warrants to Motorola that it has complied and will continue to comply with this Section. 
 
5.2.7. Third-Party Data and Motorola Data. Motorola Data and Third-Party Data may be available to Customer through 
the Services. Customer will not, and will ensure its Authorized Users will not: (a) use the Motorola Data or Third-Party 
Data for any purpose other than Customer’s internal business purposes; (b) disclose the data to third parties; (c) “white 
label” such data or otherwise misrepresent its source or ownership, or resell, distribute, sublicense, or commercially 
exploit the data in any manner; (d) use such data in violation of applicable laws; (e) remove, obscure, alter, or falsify any 
marks or proprietary rights notices indicating the source, origin, or ownership of the data; or (f) modify such data or 
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combine it with Customer Data or other data or use the data to build databases. Any rights granted to Customer or 
Authorized Users with respect to Motorola Data or Third-Party Data will immediately terminate upon termination or 
expiration of this Agreement. Further, Motorola or the applicable Third-Party Data provider may suspend, change, or 
terminate Customer’s or any Authorized User’s access to Motorola Data or Third-Party Data if Motorola or such Third-
Party Data provider believes Customer’s or the Authorized User’s use of the data violates the Agreement, applicable law 
or Motorola’s agreement with the applicable Third-Party Data provider. Upon termination of Customer’s rights to use any 
Motorola Data or Third-Party Data, Customer and all Authorized Users will immediately discontinue use of such data, 
delete all copies of such data, and certify such deletion to Motorola. Notwithstanding any provision of this Agreement to 
the contrary, Motorola will have no liability for Third-Party Data or Motorola Data available through the Services. Motorola 
and its Third-Party Data providers reserve all rights in and to Motorola Data and Third-Party Data. 
 

5.2.8. Feedback. Any Feedback provided by Customer is entirely voluntary, and will not create any confidentiality 
obligation for Motorola, even if designated as confidential by Customer. Motorola may use, reproduce, license, and 

otherwise distribute and exploit the Feedback without any obligation or payment to Customer or Authorized Users 
and Customer represents and warrants that it has obtained all necessary rights and consents to grant Motorola 
the foregoing rights. 
 

5.2.9. Improvements. The Parties agree that, notwithstanding any provision of this Agreement or any related 
agreement to the contrary, all fixes, modifications and improvements to the Services or products conceived of or made by 
or on behalf of Motorola that are based either in whole or in part on the Feedback, Customer Data, or Service Use Data 
(or otherwise) are the exclusive property of Motorola and all right, title and interest in and to such fixes, modifications or 
improvements will vest solely in Motorola. Customer agrees to execute any written documents necessary to assign any 
intellectual property or other rights it may have in such fixes, modifications or improvements to Motorola. 
 
5.2.10 Deliverables. Deliverables, if any, will be deemed Confidential Information. Provided that Client has paid all fees 
in full under the applicable SOW, Motorola licenses Customer the use of the Deliverables for Client’s internal business 
purposes only. Motorola Materials, to the extent incorporated in the Deliverables or otherwise utilized in a SOW or in the 
performance of this Agreement, are and will remain the sole and exclusive property of Motorola. No license to use 
Motorola Materials is granted herein or by licensing of the Deliverables. 
 

5.2.11 Documentation. Products and Services may be delivered with documentation for equipment, software products, 
Services or data that specifies technical and performance features, capabilities, users, or operation, including training 
manuals, and other deliverables, such as reports, specifications, designs, plans, drawings, analytics, or other information 
(collectively, “Documentation”). Documentation is and will be owned by Motorola. Motorola hereby grants Customer a 
limited, royalty-free, worldwide, non-exclusive license to use the Documentation solely for its internal business purposes in 
connection with the Services. 
 
5.2.12 Authorized Users. Customer will ensure its employees and Authorized Users comply with the terms of this 
Agreement and will be liable for all acts and omissions of its employees and Authorized Users. Customer is responsible 
for the secure management of Authorized Users’ names, passwords and login credentials for access to products and 
Services. “Authorized Users” are Customer’s employees, full-time contractors engaged for the purpose of supporting the 
products and Services that are not competitors of Motorola or its affiliates, and the entities (if any) specified in a SOW or 
otherwise approved by Motorola in writing (email from an authorized Motorola signatory accepted), which may include 
affiliates or other Customer agencies. 
 

5.2.13 Motorola as a Controller or Joint Controller. In all instances where Motorola acts as a controller of data, it will 
comply with the applicable provisions of the Motorola Privacy Statement at 
https://www.motorolasolutions.com/en_us/about/privacy-policy.html#privacystatement, as may be updated from time to 
time. Motorola holds all Customer Contact Data as a controller and shall Process such Customer Contact Data in 
accordance with the Motorola Privacy Statement. In instances where Motorola is acting as a joint controller with 
Customer, the Parties will enter into a separate addendum to allocate the respective roles as joint controllers. 
 

Section 6    WARRANTY 
 

6.1. Mutual Representations and Warranties. Each Party represents and warrants to the other Party that (a) it has the 
right to enter into the Agreement and perform its obligations hereunder, and (b) the Agreement will be binding on such 
Party. 
 

6.2. Motorola Warranties. Subject to the disclaimers and exclusions below, Motorola represents and warrants that (a) 
Services will be provided in a good and workmanlike manner and will conform in all material respects to the descriptions 

http://www.motorolasolutions.com/en_us/about/privacy-policy.html#privacystatement
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in the applicable SOW; and (b) for a period of ninety (90) days commencing upon the Service Completion Date for one-

time Services, the Services will be free of material defects in materials and workmanship. Other than as set forth 
in subsection (a) above, Subscription Services are not warranted but rather will be subject to the requirements 
of the applicable SOW. 
 

6.3. Warranty Claims; Remedies. To assert a warranty claim, Customer must notify Motorola in writing of the claim 
prior to the expiration the warranty period set forth in this Agreement. Upon receipt of such claim, Motorola will investigate 
the claim and use commercially reasonable efforts to repair or replace any confirmed materially non-conforming product 
or re-perform any non- conforming Service, at its option. Such remedies are Customer’s sole and exclusive remedies for 
Motorola’s breach of a warranty. Motorola’s warranties are extended by Motorola to Customer only, and are not 
assignable or transferrable. 
 
6.4 CUSTOMER ACKNOWLEDGES, UNDERSTANDS AND AGREES THAT MOTOROLA DOES NOT 
GUARANTEE OR WARRANT THAT IT WILL DISCOVER ALL OF CUSTOMER’S SECURITY EVENTS (SUCH EVENTS 
INCLUDING THE UNAUTHORIZED ACCESS, ACQUISITION, USE, DISCLOSURE, MODIFICATION OR 
DESTRUCTION OF CUSTOMER DATA). MOTOROLA DISCLAIMS ANY AND ALL RESPONSIBILITY FOR ANY AND 
ALL LOSS OR COSTS OF ANY KIND ASSOCIATED WITH SECURITY EVENTS, WHETHER OR NOT THEY 
DISCOVERED BY MOTOROLA. CUSTOMER AGREES NOT TO REPRESENT TO ANY THIRD PARTY THAT 
MOTOROLA HAS PROVIDED SUCH GUARANTEE OR WARRANTY. MOTOROLA DISCLAIMS ANY RESPONSIBILITY 
FOR CUSTOMER’S USE OR IMPLEMENTATION OF ANY RECOMMENDATIONS PROVIDED IN CONNECTION WITH 
THE SERVICES. IMPLEMENTATION OF RECOMMENDATIONS DOES NOT ENSURE OR GUARANTEE THE 
SECURITY OF THE SYSTEMS AND OPERATIONS EVALUATED. 
 

6.5 Customer acknowledges, understands and agrees that the Services and products or equipment provided by or 

used by Motorola to facilitate performance of the Services may impact or disrupt information systems. Except to the 
extent set forth in Section 6.2, Motorola disclaims responsibility for costs in connection with any such disruptions of and/or 
damage to Customer’s or a third party’s information systems, equipment, voice transmissions, data and Customer Data, 
including, but not limited to, denial of access to a legitimate system user, automatic shut-down of information systems 
caused by intrusion detection software or hardware, or failure of the information system resulting from the provision or 
delivery of the Service. 
 
6.6 Pass-Through Warranties. Notwithstanding any provision of this Agreement or any related agreement to the 
contrary, Motorola will have no liability for third-party software or hardware provided by Motorola; provided, however, that 
to the extent offered by third-party providers of software or hardware and to the extent permitted by law, Motorola will pass 
through express warranties provided by such third parties. 

 
 

Section 7    INDEMNIFICATION 
 
7.1. General Indemnity. Motorola will defend, indemnify, and hold Customer harmless from and against any and all 
damages, losses, liabilities, and expenses (including reasonable fees and expenses of attorneys) arising from any actual 
third-party claim, demand, action, or proceeding (“Claim”) for personal injury, death, or direct damage to tangible property 
(not including data or electronic information) to the extent caused by Motorola’s negligence, gross negligence or willful 
misconduct while performing its duties under this Agreement, except to the extent the claim arises from Customer’s 
negligence or willful misconduct. Motorola’s duties under this Section 7.1 – General Indemnity are conditioned upon: (a) 
Customer promptly notifying Motorola in writing of the Claim; (b) Motorola having sole control of the defense of the suit 
and all negotiations for its settlement or compromise; and (c) Customer cooperating with Motorola and, if requested by 
Motorola, providing reasonable assistance in the defense of the Claim. 

7.2. Intellectual Property Infringement. Motorola will defend Customer against any third-party claim alleging that a 
Motorola-developed or manufactured Service (the “Infringing Product”) directly infringes a United States patent or 
copyright (“Infringement Claim”), and Motorola will pay all damages finally awarded against Customer by a court of 
competent jurisdiction for an Infringement Claim, or agreed to in writing by Motorola in settlement of an Infringement 
Claim. Motorola’s duties under this Section 7.2 – Intellectual Property Infringement are conditioned upon: 
(a) Customer promptly notifying Motorola in writing of the Infringement Claim; (b) Motorola having sole control of the 
defense of the suit and all negotiations for its settlement or compromise; and 
(c) Customer cooperating with Motorola and, if requested by Motorola, providing reasonable assistance in the defense of 
the Infringement Claim. 
 

7.2.1. If an Infringement Claim occurs, or in Motorola’s opinion is likely to occur, Motorola may at its option and 
expense: (a) procure for Customer the right to continue using the Infringing Product; (b) replace or modify the Infringing 
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Product so that it becomes non-infringing; or (c) grant Customer (i) a pro-rated refund of any amounts pre-paid for the 
Infringing Product (if the Infringing Product is a software product, i.e., Licensed Software or Subscription Software) or 
(ii) a credit for the Infringing Product, less a reasonable charge for depreciation (if the Infringing Product is Equipment, 
including Equipment with embedded software). 
 

7.2.2. In addition to the other damages disclaimed under this Agreement, Motorola will have no duty to defend 
or indemnify Customer for any Infringement Claim that arises from or is based upon: (a) Customer Data, Customer-
Provided Equipment, Non-Motorola Content, or third- party equipment, hardware, software, data, or other third-party 
materials; (b) the combination of the product or Service with any products or materials not provided by Motorola; (c) a 
product or Service designed, modified, or manufactured in accordance with Customer’s designs, specifications, guidelines 
or instructions; (d) a modification of the product or Service by a party other than Motorola; (e) use of the product or 
Service in a manner for which the product or Service was not designed or that is inconsistent with the terms of this 
Agreement; or (f) the failure by Customer to use or install an update to the product or Service that is intended to correct 
the claimed infringement. In no event will Motorola’s liability resulting from an Infringement Claim extend in any way to any 
payments due on a royalty basis, other than a reasonable royalty based upon revenue derived by Motorola from 
Customer from sales or license of the Infringing Product. 
 

7.2.3. This Section 7.2 – Intellectual Property Infringement provides Customer’s sole and exclusive remedies 
and Motorola’s entire liability in the event of an Infringement Claim. For clarity, the rights and remedies provided in this 
Section are subject to, and limited by, the restrictions set forth in Section 8 – Limitation of Liability below. 
 
7.3. Customer Indemnity. Customer will defend, indemnify, and hold Motorola and its subcontractors, subsidiaries 
and other affiliates harmless from and against any and all damages, losses, liabilities, and expenses (including 
reasonable fees and expenses of attorneys) arising from any actual or threatened third-party claim, demand, action, or 
proceeding arising from or related to (a) Customer-Provided Equipment, Customer Data, or Non-Motorola Content, 
including any claim, demand, action, or proceeding alleging that any such equipment, data, or materials (or the integration 
or use thereof with the products and Services) infringes or misappropriates a third- party intellectual property or other 
right, violates applicable law, or breaches the Agreement; (b) Customer-Provided Equipment’s failure to meet the 
minimum requirements set forth in the applicable Documentation or match the applicable specifications provided to 
Motorola by Customer in connection with the products or Services; (c) Customer’s (or its service providers, agents, 
employees, or Authorized User’s) negligence or willful misconduct; and (d) Customer’s or its Authorized User’s breach of 
this Agreement. This indemnity will not apply to the extent any such claim is caused by Motorola’s use of Customer-
Provided Equipment, Customer Data, or Non-Motorola Content in violation of the Agreement. Motorola will give Customer 
prompt, written notice of any claim subject to the foregoing indemnity. Motorola will, at its own expense, cooperate with 
Customer in its defense or settlement of the claim. 
 

Section 8 LIMITATION OF LIABILITY 
 
8.1. DISCLAIMER OF CONSEQUENTIAL DAMAGES. EXCEPT FOR PERSONAL INJURY OR DEATH, 
MOTOROLA, ITS AFFILIATES, AND ITS AND THEIR RESPECTIVE OFFICERS, DIRECTORS, EMPLOYEES, 
SUBCONTRACTORS, AGENTS, SUCCESSORS, AND ASSIGNS (COLLECTIVELY, THE “MOTOROLA PARTIES”) 
WILL NOT BE LIABLE IN CONNECTION WITH THIS AGREEMENT (WHETHER UNDER MOTOROLA’S INDEMNITY 
OBLIGATIONS, A CAUSE OF ACTION FOR BREACH OF CONTRACT, UNDER TORT THEORY, OR OTHERWISE) 
FOR ANY INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, PUNITIVE, OR CONSEQUENTIAL DAMAGES OR 
DAMAGES FOR LOST PROFITS OR REVENUES, EVEN IF MOTOROLA HAS BEEN ADVISED BY CUSTOMER OR 
ANY THIRD PARTY OF THE POSSIBILITY OF SUCH DAMAGES OR LOSSES AND WHETHER OR NOT SUCH 
DAMAGES OR LOSSES ARE FORESEEABLE. 
 
8.2. DIRECT DAMAGES. EXCEPT FOR PERSONAL INJURY OR DEATH, THE TOTAL AGGREGATE LIABILITY 
OF THE MOTOROLA PARTIES, WHETHER BASED ON A CLAIM IN CONTRACT OR IN TORT, LAW OR EQUITY, 
RELATING TO OR ARISING OUT OF THIS AGREEMENT OR ANY RELATED AGREEMENT WILL NOT EXCEED THE 
CYBER SECURITY SERVICES FEES SET FORTH IN THE APPLICABLE SOW UNDER WHICH THE CLAIM AROSE. 
NOTWITHSTANDING THE FOREGOING, FOR ANY SUBSCRIPTION SERVICES OR FOR ANY RECURRING 
SERVICES, THE MOTOROLA PARTIES’ TOTAL LIABILITY FOR ALL CLAIMS RELATED TO SUCH PRODUCT OR 
SERVICES IN THE AGGREGATE WILL NOT EXCEED THE TOTAL CYBER SECURITY SERVICES FEES PAID FOR 
SUCH SUBSCRIPTION SERVICES OR RECURRING SERVICE, AS APPLICABLE, DURING THE CONSECUTIVE 
TWELVE (12) MONTH PERIOD IMMEDIATELY PRECEDING THE EVENT FROM WHICH THE FIRST CLAIM AROSE. 
FOR AVOIDANCE OF DOUBT, THE LIMITATIONS IN THIS SECTION 8.2 APPLY IN THE AGGREGATE TO 
INDEMNIFICATION OBLIGATIONS ARISING OUT OF THIS AGREEMENT OR ANY RELATED AGREEMENTS. TO 
THE EXTENT THE CYBER SERVICES ARE INTEGRATED, BUNDLED OR OTHERWISE SOLD IN CONNECTION 
WITH OTHER PRODUCTS OR SERVICES, THE LIABILITY CAPS HEREIN SHALL BE CALCULATED BASED ONLY 
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ON THE FEES PAID FOR THE CYBER SECURITY SERVICES AT ISSUE, NOT INCUSIVE OF FEES PAID, OR THOSE 
PARTS OF THE FEES PAID, FOR OTHER PRODUCTS AND SERVICES. 
 
8.3. ADDITIONAL EXCLUSIONS. NOTWITHSTANDING ANY OTHER PROVISION OF THIS AGREEMENT OR 
ANY RELATED AGREEMENT, MOTOROLA WILL HAVE NO LIABILITY FOR DAMAGES ARISING OUT OF (A) 
CUSTOMER DATA, INCLUDING ITS TRANSMISSION TO MOTOROLA, OR ANY OTHER DATA AVAILABLE 
THROUGH THE PRODUCTS OR SERVICES; (B) CUSTOMER-PROVIDED EQUIPMENT, NON-MOTOROLA 
CONTENT, THE SITES, OR THIRD-PARTY EQUIPMENT, HARDWARE, SOFTWARE, DATA, OR OTHER THIRD-
PARTY MATERIALS, OR THE COMBINATION OF PRODUCTS AND SERVICES WITH ANY OF THE FOREGOING; (C) 
LOSS OF DATA OR HACKING, RANSOMWARE, OR OTHER THIRD-PARTY ATTACKS OR DEMANDS; (D) 
MODIFICATION OF PRODUCTS OR SERVICES BY ANY PERSON OTHER THAN MOTOROLA; (E) 
RECOMMENDATIONS PROVIDED IN CONNECTION WITH OR BY THE PRODUCTS AND SERVICES; (F) DATA 
RECOVERY SERVICES OR DATABASE MODIFICATIONS; OR (G) CUSTOMER’S OR ANY AUTHORIZED USER’S 
BREACH OF THIS AGREEMENT OR ANY RELATED AGREEMENT OR MISUSE OF THE PRODUCTS AND 
SERVICES; (H) INTERRUPTION OR FAILURE OF CONNECTIVITY, VULNERABILITIES, OR SECURITY EVENTS; (I) 
DISRUPTION OF OR DAMAGE TO CUSTOMER’S OR THIRD PARTIES’ SYSTEMS, EQUIPMENT, OR DATA, 
INCLUDING DENIAL OF ACCESS TO USERS, OR SHUTDOWN OF SYSTEMS CAUSED BY INTRUSION DETECTION 
SOFTWARE OR HARDWARE; (J) AVAILABILITY OR ACCURACY OF ANY DATA AVAILABLE THROUGH THE 
SERVICES, OR INTERPRETATION, USE, OR MISUSE THEREOF; (K) TRACKING AND LOCATION-BASED 
SERVICES; OR (L) BETA SERVICES. 
 

8.4. Voluntary Remedies. Motorola is not obligated to remedy, repair, replace, or refund the purchase price for the 
disclaimed issues in Section 8.3 – Additional Exclusions above, but if Motorola agrees to provide Services to help resolve 
such issues, Customer will reimburse Motorola for its reasonable time and expenses, including by paying Motorola any 
fees set forth in this Agreement or separate order for such Services, if applicable. 
 
8.5. Statute of Limitations. Customer may not bring any claims against a Motorola Party in connection with this 
Agreement or the products and Services more than one (1) year after the date of accrual of the cause of action. 
 

SECTION 9 DEFAULT AND TERMINATION 
 
9.1  Default by a Party. If either party fails to perform a material obligation under this Agreement, the other party may 
consider the non-performing party to be in default (unless a Force Majeure causes the failure) and may assert a default 
claim by giving the non-performing party a written, detailed notice of default. Except for a default by Customer for failing 
to pay any amount when due under this Agreement which must be cured immediately, the defaulting party will have thirty 
(30) days after receipt of the notice of default to either cure the default or, if the default is not curable within thirty (30) 
days, provide a written cure plan. The defaulting party will begin implementing the cure plan immediately after receipt of 
notice by the other party that it approves the plan. If Customer is the defaulting party, Motorola may stop work on the 
project until it approves the Customer’s cure plan. 
 
9.2.  Failure to Cure. If a defaulting party fails to cure the default as provided above in Section 9.1, unless otherwise 
agreed in writing, the non-defaulting party may terminate any unfulfilled portion of this Agreement. In the event of a 
termination for default, the defaulting party will promptly return to the non-defaulting party any of its Confidential 
Information. If Customer is the non-defaulting party, terminates this Agreement as permitted by this Section, and procures 
the Services through a third party, Customer may as its exclusive remedy recover from Motorola reasonable costs 
incurred to procure the Services (but not additional or out of scope services) less the unpaid portion of the Contract Price. 
Customer agrees to mitigate damages and provide Motorola with detailed invoices substantiating the charges. 
 

9.3  Termination. Motorola may terminate this Agreement or SOWs hereunder, or suspend delivery of Subscription 
Services or Services, immediately upon notice to Customer if (a) Customer breaches the Agreement or a SOW 
requirement relating to its responsibilities, license obligations, or restrictions relating to the Services or Documentation, or 
(b) it determines that Customer’s use of the Services poses, or may pose, a security or other risk or adverse impact to any 
Services, Motorola, Motorola’s systems, or any third party (including other Motorola customers). Customer acknowledges 
that Motorola made a considerable investment of resources in the development, marketing, and distribution of the 
Services and Documentation, and that Customer’s breach of the Agreement will result in irreparable harm to Motorola for 
which monetary damages would be inadequate. If Customer breaches this Agreement, in addition to termination, 
Motorola will be entitled to all available remedies at law or in equity (including immediate injunctive relief). 
 
9.4.  Wind Down of Services. In addition to any other termination rights, Motorola may terminate any SOW or 
Subscription Term, in whole or in part, in the event Motorola plans to cease offering the applicable Services to customers. 
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Section 10 DISPUTES 
 

10.1. Settlement Preferred. The parties will attempt to settle any dispute arising from this Agreement (except for a 
claim relating to intellectual property or breach of confidentiality) through consultation and a spirit of mutual cooperation. 
The dispute will be escalated to appropriate higher-level managers of the parties, if necessary. If cooperative efforts fail, 

the dispute will be mediated by a mediator chosen jointly by the parties within thirty (30) days after notice by one 
of the parties demanding non-binding mediation. The parties will not unreasonably withhold consent to the 
selection of a mediator, will share the cost of the mediation equally, may agree to postpone mediation until they 
have completed some specified but limited discovery about the dispute, and may replace mediation with some 
other form of non-binding alternative dispute resolution (“ADR”). 
 
10.2. LITIGATION. A party may submit to a court of competent jurisdiction any claim relating to intellectual property, 
breach of confidentiality, or any dispute that cannot be resolved between the parties through negotiation or mediation 
within two (2) months after the date of the initial demand for non-binding mediation. Each party consents to jurisdiction 
over it by that court. The use of ADR procedures will not be considered under the doctrine of laches, waiver, or estoppel 
to affect adversely the rights of either party. Either party may resort to the judicial proceedings described in this section 
before the expiration of the two-month ADR period if good faith efforts to resolve the dispute under these procedures have 
been unsuccessful; or interim relief from the court is necessary to prevent serious and irreparable injury to the party. 
 
10.3  Waiver of Jury Trial. Each party hereby irrevocably waives its rights to trial by jury in any action or proceeding 
arising out of this Agreement or the transactions relating to its subject matter. 
 

Section 11   GENERAL 
 
11.1. Taxes. The Agreement or SOW price does not include any excise, sales, lease, use, property, or other taxes, 
assessments or duties, all of which will be paid by Customer except as exempt by law. If Motorola is required to pay any 
of those taxes, it will send an invoice to Customer and Customer will pay to Motorola the amount of the taxes (including 
any interest and penalties) within thirty (30) days after the date of the invoice. Motorola will be solely responsible for 
reporting taxes on its income or net worth. 
 
11.2. Assignment and Subcontracting. Neither Party may assign or otherwise transfer this Agreement without the prior 
written approval of the other Party. Motorola may assign or otherwise transfer this Agreement or any of its rights or 
obligations under this Agreement without consent (a) for financing purposes, (b) in connection with a merger, acquisition 
or sale of all or substantially all of its assets, (c) as part of a corporate reorganization, or (d) to a subsidiary corporation. 
Subject to the foregoing, this Agreement will be binding upon the Parties and their respective successors and assigns. 
Motorola may subcontract any portion of the Services without the prior written consent of Customer. 
 

11.3. Third-Party Beneficiaries. The Agreement is entered into solely between, and may be enforced only by, the 
Parties. Each Party intends that the Agreement will not benefit, or create any right or cause of action in or on behalf of, 
any entity other than the Parties. Notwithstanding the foregoing, a licensor or supplier of third-party software included in 
the software products will be a direct and intended third-party beneficiary of this Agreement. 
 
11.4  Waiver. Failure or delay by either party to exercise a right or power will not be a waiver of the right or power. 
For a waiver of a right or power to be effective, it must be in a writing signed by the waiving party. An effective waiver of a 
right or power will not be construed as either a future or continuing waiver of that same right or power, or the waiver of any 
other right or power. 
 
11.5. Severability. If any provision of the Agreement is found by a court of competent jurisdiction to be invalid, illegal, 
or otherwise unenforceable, such provision will be deemed to be modified to reflect as nearly as possible the original 
intentions of the Parties in accordance with applicable law. The remaining provisions of this Agreement will not be 
affected, and each such provision will be valid and enforceable to the full extent permitted by applicable law. 
 

11.6. Independent Contractors. Each party will perform its duties under this Agreement as an independent contractor. 
The parties and their personnel will not be considered to be employees or agents of the other party. Nothing in this 
Agreement will be interpreted as granting either party the right or authority to make commitments of any kind for the other. 
This Agreement will not constitute, create, or be interpreted as a joint venture, partnership or formal business organization 
of any kind. 
 

11.7. Headings and Section References. The section headings in this Agreement are inserted only for convenience 
and are not to be construed as part of this Agreement or as a limitation of the scope of the particular section to which the 
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heading refers. This Agreement will be fairly interpreted in accordance with its terms and conditions and not for or against 
either party. 
 
11.8. Governing Law. All matters relating to or arising out of the Agreement are governed by the laws of the State of 
Illinois, unless Customer is the United States Government (or an agency thereof), in which case all matters relating to or 
arising out of the Agreement will be governed by the laws of the State in which the products and Services are provided. 
The terms of the U.N. Convention on Contracts for the International Sale of Goods and the Uniform Computer Information 
Transactions Act will not apply. 
 

11.9. Entire Agreement. This Agreement, including Exhibits, constitutes the entire agreement of the parties regarding 
the subject matter of this Agreement and supersedes all previous agreements, proposals, and understandings, whether 
written or oral, relating to the subject matter. A facsimile copy or computer image, such as a PDF or tiff image, of a 
signature shall be treated as and shall have the same effect as an original signature. In addition, a true and correct 
facsimile copy or computer image of this Agreement shall be treated as and shall have the same effect as an original 
signed copy of this document. This Agreement may be amended or modified only by a written instrument signed by 
authorized representatives of both parties. The preprinted terms and conditions found on any Customer purchase order, 
acknowledgment or other form will not amend or modify this Agreement. 
 
11.10. Notices. Notices required under this Agreement to be given by one Party to the other must be in writing and 
either personally delivered or sent to the address provided by the other Party by certified mail, return receipt requested 
and postage prepaid (or by a recognized courier service, such as Federal Express, UPS, or DHL), or by facsimile with 
correct answerback received, and will be effective upon receipt. 
 
11.11. Compliance with Applicable Laws. Each party will comply with all applicable federal, state, and local laws, 
regulations and rules concerning the performance of this Agreement. The Parties acknowledge and agree that this is an 
evolving technological area and therefore, laws and regulations regarding Services may change. Changes to existing 
Services required to achieve regulatory compliance may be available for an additional fee. Any required changes may 
also impact the price for Services. 
 
11.12 Personnel assigned by Motorola to perform the Services or provide the Deliverables to Customer shall be 
employees of Motorola, its affiliates or their contractors. During the term of this Agreement and for twelve (12) months 
thereafter, Customer will not actively solicit the employment of any Motorola personnel who is involved directly with 
providing any of the Services. 
 

11.13 Representations and Standards. Except as expressly set out in this Agreement or the applicable SOW relating 
to the cyber products or services, or applicable portion thereof, Motorola makes no representations as to the compliance 
of Motorola Cyber Security Services with any specific standards, specifications or terms. For avoidance of doubt, 
notwithstanding any related or underlying agreement or terms, conformance with any specific standards, specifications, 

or requirements, if any, as it relates to Cyber Security Services is only as expressly set out in the applicable Motorola 
SOW or proposal describing such cyber products or services or the applicable (i.e., cyber) portion thereof. 
Customer represents that it is authorized to engage Motorola to perform Services that may involve 
assessment, evaluation or monitoring of Motorola’s or its affiliate’s services, systems or products. 
 

11.14 Authority to Execute Agreement. Each party represents that it has obtained all necessary approvals, consents 
and authorizations to enter into this Agreement and to perform its duties under this Agreement; the person executing this 
Agreement on its behalf has the authority to do so; upon execution and delivery of this Agreement by the parties, it is a 
valid and binding contract, enforceable in accordance with its terms; and the execution, delivery, and performance of this 
Agreement does not violate any bylaw, charter, regulation, law or any other governing authority of the party. The terms of 
this Agreement may be amended or modified only by a written instrument signed by authorized representatives of both 
Parties. The preprinted terms and conditions found on any Customer purchase or purchase order, acknowledgment or 
other form will not be considered an amendment or modification of this Agreement, even if a representative of each Party 
signs that document. 
 
11.15. Survival of Terms. The following provisions survive the expiration or termination of this Agreement for any reason: 
if any payment obligations exist, Section 3 (SOW Price or Fee Schedule); Section 5 (Confidential Information and 
Proprietary Rights); Section 6 ((Warranty); Section 7 (Indemnification); Section 8 (Limitation of Liability); Section 9 (Default 
and Termination); Section 10 (Disputes); and all General provisions in Section 11. 
 
In witness whereof, the parties hereto have executed this Agreement as of the Effective Date. 
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Exhibit A-1 Statement of Work 


