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CYBERSECURITY ADVISORY SERVICES

For nearly a century, Motorola Solutions has engineered groundbreaking mission-critical technology solutions for the
U.S. Federal Government. More than ever, the integrity, confidentiality and availability of government information is
paramount to the success of your missions. As a result, we have built a complete portfolio of cybersecurity products and
services designed to fully support the Federal government's current and future needs.

ROADMAP
TO BETTER CYBERSECURITY

Motorola Solutions Cybersecurity Advisory Services provide a valuable
way to identify and prioritize issues that could impact your agency. In
addition, U.S. Federal systems are required to comply with the Federal
Information Security Modernization Act (FISMA) which invokes one of
many processes (e.g., National Institute of Standards and Technology
(NIST) Risk Management Framework (RMF) or for cloud systems,
FedRAMP). Implementation of these frameworks and associated
processes in many cases requires an independent assessment. Lunarling,
a wholly owned Motorola Solutions subsidiary, is an accredited Third
Party Assessment Organization (3PAQ).

Our U.S. Federal advisary services team is comprised of practitioners with
a broad range of expertise and experience in assessing, monitoring and
responding to security risks and events, include capabilities associated
with Governance, Risk and Compliance (GRC).

CORE CAPABILITIES
e FedRAMP and StateRAMP Accredited 3PAQ

e Risk Management Framework (RMF) Implementation and
Assessments

e Vulnerability Scanning and Remediation
e (Contingency Plan Development and Exercises
e Cybersecurity Exercises and Training

PARTNER WITH
SECURITY ADVISORS

There are five key areas where our experts can help. Penetration Testing
including black/gray/white box as well as internal, external and wireless,
mobile and web applications, social engineering, phishing and other
variations. Risk Assessments can help you meet compliance requirements
by analyzing your people, processes and technology and providing insights
on strengths and weaknesses in your overall cybersecurity program.

Cyber Exercises are based on real-world scenarios and can provide
insights into your team's ability to respond during a cyber attack. Incident
Respanse Planning Exercises can help your team respond quickly and
confidently in the event of a data breach or security incident. Cyber
Program Development services can help inform strategy and compliance
activities based on operational and business abjectives.

e Cybersecurity Strategy, Compliance and Program Management
e Incident Response Planning Exercises
e (Cybersecurity Training and Workforce Development

e System hardening, baseline implementation, (e.g., Defense
Information Systems Agency Security Technical Implementation
Guides (DISA STIGS), Center for Internet Security (CIS) Benchmarks)

e Penetration Testing
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PRIME CONTRACT VEHICLES
e GSA MAS GS-35F-0392X
e 5415THACS - Highly Adaptive Cybersecurity Services
e High Value Asset Assessments
e Risk and Vulnerability Assessments
e (Cyber Hunt
e |ncident Response
e Penetration Testing
e 511210 - Software Licenses
e 54151S - Information Technology Professional Services
e 611420 - Information Technology Training
o FAAeFAST
e SeaPort-NxG
e Eagle Shield Defensive Cyber Operations
e Administrative Office of the U.S. Courts Security Penetration and Validation Testing Support
e Pension Benefit Guaranty Corporation Blanket Purchase Agreement (BPA)
e (GSA 3PAQ Technology Transformation Services BPA

CERTIFICATIONS & DIFFERENTIATORS
e [S017020:2012

MOTOROLA SOLUTIONS YOUR TRUSTED PARTNER

As a leading provider of mission-critical solutions, we understand your mission can only be as secure
as your partners enable you to be. Our goal is to provide you with transparency, accountability and
security that's built in from the start.

We believe that our set of highly knowledgeable people with industry certifications, best-in-class
organizational palicies and procedures and state-of-the-art automation and analytics tools enables
us to uniquely deliver enhanced cybersecurity solutions that address your needs today and in the
future.

For more information on our Advisory Services,
contact your Motorola Solutions representative or
visit us at www.motorolasolutions.com/cybersecurity
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